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Abstract

Tool-using large language model agents process untrusted text while holding permissions to communicate, book services,
and move funds. This study evaluates lightweight guardrails under changing attacks while preserving authorized task
utility. The text study uses all 6,899 saved runs in one internally consistent AgentDojo vl GPT-40 pipeline and 200
JailbreakBench prompts covering 100 behavior groups. Deduplication produced 5,280 texts: 1,450 attacks and 3,830
benign records. Injection-goal grouping assigned 3,169, 1,056, and 1,055 records to training, validation, and testing
without sharing an AgentDojo attack target. A normalized word-character classifier achieved 85.43% F1, 90.31% recall,
7.96% benign false-positive rate, and 0.9613 ROC-AUC. A 1,000-round group bootstrap gave a wide 59.71-97.68% F1
interval. Cross-source recall fell to 33.00% from AgentDojo to JailbreakBench and 0.16% in the reverse direction.
Sequential tests compared frozen, benign-anchored, hard-replay, and soft-label-replay learners. Reanalysis of 629
matched AgentDojo attacks showed that tool filtering reduced targeted attack success from 47.69% to 6.84% while
increasing safe utility from 29.73% to 52.62%. Layered guardrails are therefore necessary: replay maintains coverage
under shift, while tool-level enforcement provided the strongest observed end-to-end security-utility balance.

Keywords: LLM Agents; Jailbreak Detection, Indirect Prompt Injection, Continual Learning; Guardrails, Tool Security,
Utility Preservation, Agentdojo, Jailbreakbench.

Abstrak

Agen model bahasa besar (LLM) yang menggunakan alat memproses teks yang tidak tepercaya sembari memiliki izin
untuk berkomunikasi, memesan layanan, dan memindahkan dana. Studi ini mengevaluasi mekanisme pengaman
(guardrails) yang ringan dalam menghadapi serangan yang terus berubah, sembari tetap mempertahankan kegunaan
tugas yang diizinkan. Studi teks ini menggunakan seluruh 6.899 eksekusi tersimpan dari satu alur kerja AgentDojo vI
GPT-40 yang konsisten secara internal serta 200 prompt JailbreakBench yang mencakup 100 kelompok perilaku. Proses
penghapusan duplikat menghasilkan 5.280 teks: 1.450 serangan dan 3.830 catatan yang aman (benign). Pengelompokan
berdasarkan tujuan injeksi membagi catatan menjadi 3.169 untuk pelatihan, 1.056 untuk validasi, dan 1.055 untuk
pengujian, tanpa adanya tumpang tindih target serangan AgentDojo. Pengklasifikasi kata-karakter yang dinormalisasi
mencapai skor F1 85,43%, recall 90,31%, tingkat positif palsu (false-positive rate) untuk data aman sebesar 7,96%, dan
nilai ROC-AUC 0,9613. Metode bootstrap kelompok sebanyak 1.000 putaran menghasilkan rentang skor F1 yang lebar,
yaitu 59,71-97,68%. Nilai recall lintas sumber turun menjadi 33,00% saat beralih dari AgentDojo ke JailbreakBench
dan menjadi 0,16% pada arah sebaliknya. Pengujian sekuensial membandingkan metode pembelajaran frozen, benign-
anchored, hard-replay, dan soft-label-replay. Analisis ulang terhadap 629 serangan AgentDojo yang cocok menunjukkan
bahwa penyaringan pada tingkat alat (tool filtering) menurunkan tingkat keberhasilan serangan terarah dari 47,69%
menjadi 6,84%, sekaligus meningkatkan kegunaan yang aman dari 29,73% menjadi 52,62%. Oleh karena itu, mekanisme
pengaman berlapis diperlukan: metode replay mempertahankan cakupan saat terjadi perubahan kondisi, sementara
penegakan aturan pada tingkat alat memberikan keseimbangan keamanan-kegunaan end-to-end terbaik yang teramati.

Kata kunci: Agen LLM; Deteksi Jailbreak,; Injeksi Prompt Tidak Langsung, Pembelajaran Berkelanjutan (Continual
Learning); Mekanisme Pengaman (Guardrails); Keamanan Alat; Pemeliharaan Kegunaan,; AgentDojo, JailbreakBench.

A. INTRODUCTION Large language models become consequential when
applications let them call tools: one context can mix
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privileged instructions, a user goal, and untrusted email,
transaction, or web data. Malicious tool content may then
be read as a command. This command-data ambiguity
drives indirect prompt injection [1] and creates privacy and
integrity risks exposed by agent risk cards [2].

Evaluation must distinguish direct jailbreaks from indirect
injections  encountered during authorized work.
JailbreakBench standardizes behavioral jailbreak testing
[3], whereas AgentDojo measures utility and targeted
attack success in stateful tool environments [4]. InjecAgent,
ToolEmu, Agent Security Bench, and AgentHarm extend
coverage to tool exposure, sandboxed consequences, and
multi-step malicious tasks [5], [6], [7], [8]. A formal threat
model makes attack and defense assumptions comparable
[9]; output toxicity alone is insufficient.

Attack distributions also change. Transferable suffixes
[10], iterative black-box attacks [11], and readable
AutoDAN prompts [12] differ from in-the-wild
recombinations [13]. HarmBench improves grading
consistency [14], while StrongREJECT exposes empty
refusals [15]. Continual red-teaming therefore couples
discovery with online guardrail updates [16], and safe
retraining requires drift signals and rollback controls [17].
A deployed guardrail must retain prior coverage without
disabling ordinary tasks.

Defenses operate at multiple layers. Spotlighting marks
untrusted spans [ 18]; StruQ separates instructions from data
[19]; instruction-hierarchy training prioritizes privileged
messages [20]; Task Shield checks relevance [21]; and
CaMeL enforces provenance and capabilities outside the
model [22]. Evidence-based self-verification [23] and
multi-stage refusal with utility preservation [24]
complement these controls, but adaptive attacks still bypass
defaults [25]. Decoding, refusal-loss, representation,
perturbation, and moderator models [26], [27], [28], [29],
[30], [31] therefore require joint security-utility evaluation.

Evidence grounding offers a complementary control
surface. Private-operations RAG [32], bilingual incident
triage [33], word-level provenance [34], and narrative-
aware claim verification [35] separate support from fluent
output; evidence-constrained monitoring agents also make
tool use auditable [36]. We use JailbreakBench for jailbreak
strings and AgentDojo for benign tasks, poisoned tool
outputs, target actions, and trajectories, analyzing text
detection separately from archived defenses.

Four questions guide the evaluation: held-out-goal
detection, cross-suite and cross-benchmark transfer,
adaptation without forgetting, and authorized task
completion. High ROC-AUC is not deployable when false
blocking is costly. XSTest [37], evidence-calibrated
abstention [38], model-risk calibration [39], rejection-
aware tiering [40], confidence fusion [41], and trust-
calibrated multilingual RAG [42] illustrate selective-
decision controls.

The study contributes a leakage-controlled corpus from a
complete 6,899-run AgentDojo vl pipeline and two
JailbreakBench artifacts; calibrated lexical and contextual

models; continual replay; and matched defense analysis.
Experience and dark replay motivate the updates [43], [44].
Controlled memory [45] motivates lifecycle monitoring
across trajectory reliability [46], NIST guidance [47],

hybrid-cloud deployment [48], and retrieval-quality
prediction [49].

B. METHODS

Data Sources and Archive Scope

JailbreakBench package 1.0.0, commit
23dbdf6b19650521604456229bc1d9c4156¢85¢1 [50],

supplied 100 GCG prompts each for Llama-2 and Vicuna;
prompts at one behavior index shared a group. Because
responses and per-prompt outcomes were absent, these
strings measured detector recall, not jailbreak success [3].

AgentDojo 0.1.35, commit
089ed468cf3ed0322acc66b0211£26d9d90dbf60 [51],
contained 36,679 JSON trajectories. Its vl matrix has 97
user tasks, 27 injection goals, and 629 compatible cases
across four suites [4]. Detector and continual tests used the
complete, error-free 6,899-run gpt-40-2024-05-13 vl
directory; other directories supported defense and model
comparisons.

The selected directory held 27,752 tool messages, 26,309
nonempty. Text was positive when it contained an exact
payload from the run's injections map (3,188 occurrences);
other tool text and 97 unique user prompts were benign.
NFKC, lowercasing, and whitespace collapse preceded
deduplication, with positive precedence on conflicts. Exact
matching can miss semantic transformations.

Deduplication yielded 5,080 AgentDojo texts: 1,250
attack-bearing outputs and 3,830 benign records. Adding
200 JailbreakBench artifacts produced 5,280 texts (1,450
attack; 3,830 benign); the manifest separately records
36,679 trajectories and 105 errors.

Table 1 Composition Of The Deduplicated Text Corpus By
Source, Domain, And Class.
Medi

. Clas  Tex Grou P95
Source Domain an
s ts ps chars
chars
AgentDoj . Atta 586. 1,13
o0 injection Banking ck 387 ? 0 4.7
AgentDoj Atta 468. 1,10
o0 injection Slack ck 267 3 0 0.7
AgentDoj Atta 1,00 2,68
o0 injection Travel ck 304 7 5.0 0.0
AgentDoj Workspac Atta 9 5 1,18 2,83
o0 injection e ck 4.5 2.8
AgentDoj . Beni 595. 1,34
o tool Banking gn 157 18 0 06
AgentDoj Slack Beni 27 10 169. 964.
o tool gn 0 8
AgentDoj Beni 1,4 1,21 3,59
o tool Travel en | 54 26 55 1.3
AgentDoj Workspac = Beni 2,0 M3 1,30 9,08
o tool e gn 95 7.0 6.2
AgentDoj Banking Beni 16 16 775 238.
0 user gn 8
AgentDoj Slack Beni 1 a1 115. 219.
0 user gn 0 0
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. Clas  Tex  Grou GGl P95
Source Domain
s ts ps chars
chars
AgentDoj Travel Beni 20 20 429. 634.
0 user gn 0 1
AgentDoj Workspac Beni 40 40 139. 324.
0 user e gn 0 9
JailbreakB = Jailbreakb Atta 183. 233.
ench ench ck 200 100 0 1

Table 2 Agentdojo V1 Task And Injection Matrix.

. User Injection Compatible security

Suite
tasks goals tests
Banking 16 9 144
Slack 21 5 105
Travel 20 7 140
Workspace 40 6 240
Total 97 27 629

Leakage-Controlled Splits and Threat Model

Stratified group folds used seed 20240804. AgentDojo
positives shared suite-goal groups; benign outputs shared
suite-task groups; paired JailbreakBench prompts shared
behavior  groups.  Train/validation/test  contained
3,169/1,056/1,055 records and 871/290/289 attacks.
Groups, canonical texts, and AgentDojo goals never
crossed partitions, yielding target-held-out evaluation
within known families.

Dense task-by-goal matrices preclude holding out both axes
within a suite. The primary split prioritized goals; a
complementary split grouped authorized prompts and
removed cross-partition text collisions, testing unseen
contexts with known goal families.

The adversary controlled tool-returned text or a direct
jailbreak artifact. The guardrail observed that text and, for
contextual tests, the authorized prompt, blocking scores
above a validation-selected threshold. At agent level,
‘security=true’ means malicious-goal completion and
contributes to ASR.

Normalize +
group split

JBB prompts
AgentDojo traces

Context
verification

Allow /

Dual-view
i block

guardrail

replay updates

Figure 1 Experimental Pipeline Separating Grouped Text
Detection, Continual Updates, And Archived Agent-Level
Evaluation.

Guardrail Models

Seven methods were tested: a keyword rule; a length
heuristic; word TF-IDF (12,000 features); within-word
character 3-5-grams (18,000); an 8,000-word/12,000-
character dual view; its punctuation-sanitized variant; and
a word-character probability ensemble. Learned models
used class-balanced logistic regression (C=2.0). The low-
latency design parallels compact IoT filters [52] and
language-guided intrusion features [53]; autoencoder
traffic screening provides a label-light contrast [54]. As
classifiers rather than generative reviewers, these methods
trade coverage against false blocking and overhead [55].

A balanced logistic task-tool verifier combined payload
probability, prompt-text TF-IDF similarity, rule score, and
log length ratio. Grouping and collision removal yielded
3,682/634/667 pairs from 61/21/19 context groups with no
context or candidate overlap. It is a four-feature verifier, not
a second LLM [21]; budgeted multi-hop retrieval [56] and
evidence-chain provenance [57] are complementary.

Thresholds, Metrics, and Statistical Analysis

A 0.002-grid validation sweep maximized recall subject to
FPR <=5%, with F1 as tie-breaker. Metrics were accuracy,
balanced accuracy, precision, recall, F1, ROC-AUC, FPR,
false-negative rate, Brier score, and ten-bin ECE. Latency
used seven repetitions; 1,000 group-bootstrap rounds
produced descriptive 95% intervals. Calibration and
uncertainty served as decision controls, as in confidence
fusion [41], model-risk calibration [39], rejection-aware
tiering [40], calibrated capacity forecasts [58].

Cross-domain tests held out one suite; cross-source tests
trained on one attack source plus benign text and measured
recall on the other. Both retained grouped validation and
held-out benign FPR, probing adaptive attacks [25], shared-
feature domain bridging [59], and cross-cloud shift [60].
Conformal demand envelopes provide a bounded-risk
analogue [61].

Continual Attack Replay and Distillation

Six episodes covered direct/ignore-previous, authority-
framed, identity-perturbed, agent-aware, denial-of-service,
and JailbreakBench attacks. Groups split 75/25; benign
groups formed fit, calibration, and test pools. A 65,536-
dimensional character hash supported frozen, benign-
anchored, hard-replay, and soft-label-replay learners. Hard
replay kept observed positives plus matched benign
memory; soft replay trained a regularized student on an
averaged logistic teacher. Fixed calibration data set
thresholds; untouched tests measured current/cumulative
recall and benign FPR. The design joins replay [43], [44],
continual red-team updates [16], controlled forgetting [45],
and rollback-aware drift handling [17].

Agent-Level Utility and Security Evaluation

Five archived GPT-40-2024-05-13 pipelines were
matched: no defense, repeated user prompt, spotlighting,
tool filtering, and a transformer injection detector. Each
covered 97 clean tasks and 629 attacks. Clean/attack utility
measured authorized completion, ASR malicious-goal
completion, and safe utility completion without attack
success. Clean failures were not called refusals without
causal trace evidence.

Metrics were recomputed by domain, across ten 629-run
attack families, and for 18 complete undefended model
matrices. Five pipelines contained saved errors, so
Spearman clean-utility/ASR association used pessimistic
scoring and an error-excluded sensitivity check. This view
complements trajectory forecasting [46], CloudTrail stage
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smoothing [62], DevOps command-safety evaluation [63],
and CI repair [64]. Evidence-constrained agents that
separate detection from source-faithful tool use provide a
governance analogue [36]. Duration was descriptive.

Reproducibility Controls

One command with seed 20240804 generated
transformations, splits, models, tables, and figures under
Python 3.12.13, NumPy 2.3.5, pandas 2.2.3, and scikit-
learn 1.8.0. SHA-256 manifests cover inputs and outputs.
Separate result objects distinguish detection, continual
updates, and archived interventions. This supports NIST
measurement [47], reproducible log-sequence modeling
[65], and deterministic HDFS incident narratives [66].

C. RESULTS AND DISCUSSION

Corpus Structure and Primary Detection

Attacks were 27.46% of 5,280 texts: 1,250 AgentDojo
injections, 3,830 benign records, and 200 JailbreakBench
attacks. Travel contributed 1,454 benign/504 attack texts;
workspace contributed 2,095/92. Workspace benign text
had a 9,086-character 95th  percentile versus
JailbreakBench's 183-character median, making length
unreliable.

At threshold 0.332, the sanitized dual-view classifier led at
85.43% F1. Its 1,055 tests yielded TN/FP/FN/TP counts of
705/61/28/261, 90.31% recall, 81.06% precision, 7.96%
FPR, 91.17% balanced accuracy, and 0.9613 ROC-AUC.
Group-bootstrap intervals were 59.71-97.68% F1, 64.55-
100% recall, and 1.64-27.22% FPR. Median scoring took
2.29 ms; Brier score was 0.0652 and ECE 3.52%.

The static rule had no positive-recall point under the 5%
validation-FPR limit; length missed all attacks and caused
six false positives. Fl/recall was 83.31%/85.47% for word
TF-IDF, 83.84%/86.16%  for  characters, and
85.01%/89.27% for the unsanitized dual view; the
ensemble reached 84.19% F1. Normalization added 0.43
F1 and 1.04 recall points. Learned test FPRs of 7.31-7.96%
exceeded the validation constraint.

Empirical corpus composition
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Figure 2 Class and source composition of the 5,280-text
empirical corpus.

Table 3 Primary Held-Out Detector Performance, Thresholds
Were Selected On Validation Data

RO Laten
Metho Thres Preci Rec Fl C- FP cy
d hold sion all AU R (ms/it
C em)
Static
0.00 0.00  0.00 0.6 0.0
llfgymwl‘e’ L0000 o o g4 0% 0193
Lengt
h 0.00 0.00  0.00 0.6 0.7
heurist 0.548 % % % 186 8% 0.000
ic
Word
TE- 81.25 854 83.3 0.9 7.4
JDE MR w1 a4y 0T
ier
Chara
cter
TF- 81.64 86.1 83.8 0.9 7.3
IDF 0.436 % 6% 4% 553 1% 1.651
classif
ier
Dual-
view 81.13  89.2 85.0 0.9 7.8
classif 0.340 % 7% 1% 630 3% 2452
ier
Saniti
zed
dual- 81.06  90.3 85.4 0.9 7.9
view 0.332 % 1% 3% 613 6% E2)
classif
ier
Two-
view
proba 81.09 875 84.1 0.9 7.7
bility 0.412 % 4% 9% 510 0% 2.965
ensem
ble

Guardrail ROC curves on the held-out split

True-positive rate

—— static keyword rule (0.689)
Word TF-IDF classifier (0.944)

—— Character TF-IDF classifier (0.955)
~ —— Dual-view classifier (0.963)
0.0 —— Two-view probability ensemble (0.951)
0.0 0.2 0.4 0.6 0.8 1.0
False-positive rate

Figure 3 Held-Out Receiver Operating Characteristic Curves For
Learned Text Guardrails
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Held-out confusion matrix: Sanitized dual-view classifier

61

Benign

Observed

28 261

Attack

Benign Attack

Predicted

Figure 4 Confusion Matrix Of The Sanitized Dual-View
Classifier At Threshold 0.332.

Domain and Source Transfer

Held-out domains transferred poorly: recall/FPR was
76.74%/53.18% for banking, 44.57%/81.25% for Slack,
86.31%/72.86% for travel, and 80.43%/51.52% for
workspace. Slack ROC-AUC was 0.3887, so moving a
threshold could not repair schema shift. This echoes cross-
cloud shift [60] and motivates shared-feature analysis
rather than assumed invariance [59].

AgentDojo-to-JailbreakBench recall was 33.00% at 2.22%
benign FPR; the reverse direction recalled only 0.16% at
0.39% FPR. Direct jailbreaks and payload-bearing tool
responses are distinct surfaces, so coverage requires both
[10], [11], [12].

Table 4 Cross-Domain And Cross-Source Transfer At
Validation-Calibrated Thresholds.

Threshol ROC-
Held-out test N d Recall FPR AUC
Hold out 76.74 53.18 0.634
Banking 360 0-360 % % 2
Hold out 44.57 81.25 0.388
Slack 315 0.234 % % 7
Hold out 1,97 86.31 72.86 0.763
Travel 8 0.444 % % 8
Hold out 2,22 0238 80.43 51.52 0.711
Workspace 7 ) % % 8
AgentDojo — 33.00
JailbreakBenc 966 0.350 ‘V 2.22% —
h 0
JailbreakBenc 201
h— ’6 0.636 0.16% 0.39% —
AgentDojo

Context Features and Calibration

On 667 context- and text-disjoint pairs, payload-only
screening reached 96.00% F1, 98.11% recall, 1.97% FPR,
and 0.9981 ROC-AUC. Adding prompt similarity,
instruction cues, and length ratio yielded 96.25% F1,
96.86% recall, and 1.38% FPR; Brier score improved
0.0192 to 0.0153 and ECE 5.87% to 2.08%. This supports
calibrated routing, as in selective fusion [41], evidence-
grounded abstention [38], and multilingual answerability
control [42], but does not prove provenance.

Table 5 User-Context- And Text-Disjoint Evaluation Of
Payload-Only And Task-Tool Verification.

RO
Meth Thresh = Reca C- Brie EC
od old n |FFRFL b au | ¢+ | E
C
Paylo
ad- 98.1 1.97 96.0 0.99 0.01 5.87
only ~ 0.286 o % 0% 81 92 %
classif
ier
Conte
Xt-
featur 0.148 96.8 1.38 96.2 0.99 0.01 2.08
e : 6% % 5% 83 53 %
verifi

er

Continual Learning Trade-offs

After fitting the initial direct-attack episode, all four
learners had 89.31% current recall and 4.88% benign FPR.
Authority-framed attacks exposed immediate shift: before
updating, every learner recalled only 16.67%. After
updating, all adaptive methods reached 100% current
recall, but cumulative recall was 32.21% anchored, 74.50%
hard replay, and 81.21% soft replay; FPRs were 8.26%,
13.43%, and 8.26%. This quantifies the retention problem
addressed by continual red-team updates [16].

Before identity-perturbation updating, current recall was
95.00% anchored, 76.25% hard replay, and 58.75% soft
replay; each reached 100% afterward. All three also
reached 100% on agent-aware attacks, while hard replay
retained 93.55% cumulative recall at 13.15% FPR. Denial-
of-service recall was 56.10%, 100%, and 97.56% (N=41),
showing why controlled memory policy matters [45].

Before the final JailbreakBench update, recall was 8%
frozen, 6% anchored, 38% hard replay, and 20% soft
replay; afterward the adaptive scores were 100%, 100%,
and 88%. Final cumulative recall was 48.11%, 71.08%,
89.46%, and 72.70%; FPRs were 4.88%, 4.13%, 10.23%,
and 7.23%. Hard replay maximized coverage, soft replay
lowered its FPR by three points, and anchoring blocked
least but forgot more. No updater dominated the XSTest
trade-off [37], reinforcing rollback-aware monitoring [17].

Table 6 Continual-Learning Outcomes After Update: Replay
Trajectories And Final-Method Comparison.

. Current Seen Benig Curre
fiplmie Wilzitioe recall recall n FPR nt N
I Hard-

Initial direct label 89.31% 89.31 4.88% 131
attacks %
replay
A‘flrt;‘r’lgéy' }11;3:1- 10000 7450 1343
R % % %
injection replay
Identity III;E;- 100.00 86.46 10.33 R0
perturbations % % %
replay
Agent-aware Iiljjr;- 100.00 93.55 13.15 50
attacks % % %
replay
Denial-of- Iiljjr;- 100.00 90.00 10.14 41
service lures % % %
replay
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. Current Seen Benig Curre
Pty e recall recall n FPR nt N
JailbreakBen Iiljjr;- 100.00 89.46 10.23 50
ch artifacts replay % % %
s Soft-
Img;; Cdg“t label  89.31% 890)3 U as8% 131
replay 0
Authority- Soft-
framed label 103'00 810)21 8.26% 18
injection replay ’ 0
Identity Soft- 10000 7555
. . o
perturbations fabel % % 9:30% 80
replay
Soft-
Agent-aware 100.00 85.30
label o o 9.48% 50
attacks replay % %
. Soft-
Denial-of- o 81.88 10.23
service lures fabel 97:56% % % 4
replay
. Soft-
. iﬁiﬁféf;“ label | 88.00% 7%)70 723% 50
replay 0
. Frozen
JailbreakBen . o 48.11 o
ch artifacts guarldral 8.00% % 4.88% 50
JailbreakBen ‘gifllf;: 10000 TLOS , h. s
ch artifacts % % o
update

Recall on current attack family

10 - —3 10
« -

08 08

06 06

Benign false-positive rate

Figure 5 Recall And Benign False-Positive Rate As Attack
Families Arrive Sequentially.

Archived End-to-End Defense Outcomes

Undefended GPT-40 achieved 69.07% clean utility,
50.08% attack utility, 47.69% ASR, and 29.73% safe
utility. Tool filtering reached 72.16%, 56.28%, 6.84%, and
52.62%: an 85.67% relative ASR reduction and 22.89-point
safe-utility =~ gain. This supports capability-aware
enforcement [21], [22] and utility-aware resistance [24].
Prompt repetition led clean/attack utility at 84.54%/67.25%
but retained 27.82% ASR; safe utility was 52.62%.
Spotlighting yielded 72.16%/55.64% utility and 41.65%
ASR. The transformer detector cut ASR to 7.95% but
clean/safe utility to 41.24%/19.24%. Low ASR can conceal
poor usability, motivating evidence-based self-verification
[23].

Median attacked-run duration was 6.60 s for tool filtering
and 8.30 s for prompt repetition, with service and response
length uncontrolled. Local scoring took 2.29 ms; end-to-
end latency also includes routing, tools, inference, and
review. DevOps command-safety work examines the same
guidance-action boundary [63].

Table 7 Matched GPT-40 End-To-End Defense Outcomes On 97
Clean Tasks And 629 Attacks.

Defense Clean Attack  Targete Safe Zlflerdz:;:)l
utility utility d ASR utility n (s)
69.07 50.08 o 29.73
None % % 47.69% % 7.13
Repeat
84.54 67.25 o 52.62
user % % 27.82% % 8.30
prompt
Spotlightin
g with 720'16 550'64 41.65% 370'20 7.44
L % % %
delimiters
72.16 56.28 o 52.62
Tool filter % % 6.84% % 6.60
Prompt-
injection 410'24 210'14 7.95% 190'24 7.63
% % %
detector
AgentDojo defense trade-off on 629 attacks
.Repeat user prompt
06 fi o
Tool filter .Spothghtmg with delimiters
05 .None
% 0.4
; 03
. .Pmmpt-mection detector
0.1
0.0
0.0 0.1 0.2 0.3 0.4
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Figure 6 Utility Under Attack Versus Targeted Attack Success
For Matched GPT-40 Defenses

Domain, Attack-Family, and Model Heterogeneity

Undefended ASR was 92.38% in Slack, 62.50% banking,
40.42% workspace, and 11.43% travel. Tool filtering
reduced these to 8.57%, 11.11%, 4.17%, and 5.71%; safe
utility was 42.86%, 47.92%, 51.67%, and 66.43%. The
transformer detector reached zero travel ASR but 16.43%
safe utility. Attack-stage modeling [62], diagnostic routing
[67], and host-intrusion narratives [68] aid diagnosis.

Direct payload, ignore-previous, and InjecAgent ASRs
were 3.66%, 5.41%, and 5.72%. Important-instructions
reached 47.69%; removing names retained 44.83-46.10%,
while wrong model/user names reduced ASR to
23.69%/23.21%. Tool knowledge reached 34.50%,
confirming family sensitivity [25] and the value of
trajectory reliability forecasts [46].

Across 18 undefended models, clean utility and ASR
correlated at Spearman rho=0.480 (p=0.0436); excluding
saved errors strengthened rho to 0.566 (p=0.0144). Claude-
3.5-Sonnet-20241022 combined 79.38% clean utility,
1.11% ASR, and 71.54% safe utility; GPT-4-0125-preview
recorded 65.98%, 56.28%, and 18.92%. This noncausal
association shows that benign utility alone did not optimize
security.
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Table 8 Domain-Specific Targeted ASR And Safe Utility. Each
Cell Reports ASR / Safe Utility.

Defense Banking Slack Travel Workspace
None 62.5% / 92.4% / 11.4% / 40.4% /
22.9% 6.7% 63.6% 24.2%
Repeat user 46.5% / 60.0% / 7.1% / 14.6% /
prompt 41.7% 27.6% 69.3% 60.4%
Sp"iﬂ“ng 61.8%/ 80.0%/  3.6%/  35.0%/
delimiters 30.6% 15.2% 72.1% 30.4%
Tool filter 11.1%/ 8.6% / 5.7%/ 4.2% /
47.9% 42.9% 66.4% 51.7%
; j‘e’zf’;n 07%/  124%/  0.0%/ 15.0% /
detector 31.2% 14.3% 16.4% 15.8%
Joint utility and security by AgentDojo domain o
None 0.23 0.07
0.8
Prompt-injection detector 0.31 0.14
0.6 >
Repeat user prompt 0.42 0.28 %
- 0.4E
Spotlighting with delimiters 0.31 0.15
-02
Tool filter 0.43

-0.0

workspace

banking slack travel

Figure 7 Domain-Level Attack Success And Safe Utility Across
Archived Defenses.

Table 9 Undefended GPT-40 Results Across Ten Complete

Attack Families.
Attack N Attack  Targeted Safe ‘ljvlre;lialrll
family utility ASR utility " © °
Direct 629  6725% = 3.66% | 6598%  6.13
plriifszs 629  66.77% = 541%  64.23% 5.99
[Important =00 50089, 47.69% | 29.73% 713
instructions
Ni;l:r‘l’:el 629  51.83%  46.10% = 31.48% 7.15
Nonames = 629  49.60% = 4579%  30.05%  6.71
lear‘::r 629 | 52.15% = 44.83%  33.23% 7.15
Wrong
model 629  65.82% = 23.69% | 53.90% = 629
name
Wrong 629 | 65.02% @ 2321%  52.15% 5.96
user name
InjecAgent 629  68.52% = 5.72% | 67.09% = 5.94
Tool 629  57.71%  34.50% @ 42.13% 6.37
knowledge

Table 10 Representative Undefended Model Outcomes On The
Complete Important-Instructions Matrix.
Model Cl-e.an At-tgck Targeted nge Errors
utility utility ASR utility C/A
Claude
3.5
Sonnet
(2024-10-
22)
Claude 3
Opus
(2024-02-
29)

79.38%  72.50% 1.11% 71.54% 0/0

68.04% | 52.46% 11.29% 46.90% 0/0

Model Clean Attack  Targeted Safe Errors
utility utility ASR utility C/A
C"ml‘{“and 26.80% 30.84%  3.34%  3021% 1/3
Gemini
1.5 Pro 61.86%  47.06% 17.01% 38.31% 0/0
002
GPT-3.5
Turbo 35.05%  34.66% 10.33% 31.80% 1/12
0125
GPT-4
0125 65.98%  40.70% 56.28% 18.92% 0/0
Preview
GPT-40
(2024-05- 69.07%  50.08% 47.69% 29.73% 0/0
13)
Llama 3 o o o o
70B Chat 34.02% 18.28% 25.60% 13.99% 6/35

Note: Across all 18 complete file matrices, clean utility and
targeted ASR had Spearman rho = 0.480 (p = 0.0436); after
excluding error-bearing runs, tho = 0.566 (p = 0.0144).

Interpretation and Limitations

The evidence favors layers. The dual-view -classifier
handled held-out goals, but cross-source and domain
transfer depended on training surface. Updates recovered
current attacks while replay traded cumulative recall
against FPR. Tool filtering gave the best agent-level
balance; a separate detector imposed substantial utility cost.
Prompt reminders [69] do not replace enforcement.

JailbreakBench supplied prompts rather than responses, so
its result is detector recall, not jailbreak success. Text
guardrails were offline; end-to-end claims cover only
matched archived defenses. Exact matching can miss
semantic transformations, episode order is one curriculum,
and leakage-controlled splits do not prove adaptive
robustness. Retrieved normal prototypes [70], incident
cards [71], and multi-source fault attribution [72] illustrate
post-detection evidence.

Operationally, screen untrusted tool content before context
construction and route ambiguity instead of authorizing
sensitive actions. Cost-aware routing and admission control
[73] can reserve deeper review for costly decisions;
conformal alert control bounds escalation volume [74].
Reviewed attacks enter replay, followed by benign
recalibration and prior-family regression tests. Monitoring
must combine utility, ASR, safe utility, FPR, worst-domain
recall, errors, permissions, audit, and incident response
[47]. Privacy/integrity cards [2], hybrid-cloud planning
[48], and scientific-search evidence cards [75] extend the
loop beyond the classifier.

D. CONCLUSIONS

Continual guardrail learning improved coverage of
changing attack families, but utility preservation depended
on how memory was used. On 5,280 unique texts derived
from JailbreakBench and a complete 6,899-run AgentDojo
vl pipeline, the best observed target-held-out detector
reached 85.43% F1, 90.31% recall, and 7.96% benign FPR.
Its cross-benchmark and held-out-domain transfer were
poor, making static deployment inappropriate. Sequential
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updates restored current-family coverage, while cumulative
recall and benign blocking separated anchored, hard-
replay, and soft-label strategies.

The archived agent runs established the complementary
end-to-end result. Tool filtering reduced GPT-40 targeted
ASR from 47.69% to 6.84% and increased safe utility from
29.73% to 52.62%, whereas the transformer detector
achieved similar ASR with only 19.24% safe utility. The
strongest operational design is therefore not a single
universal classifier. It is a monitored stack that combines
fast text screening, provenance-aware tool controls,
calibrated escalation, continual attack replay, and explicit
measurement of benign task completion.
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